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Giéi thi¢u

Trong nhitng nim gan day, C4C vu tin cong xam nhap website, cac vu 10 lot théng tin xay
ra ngay cang nhiéu, v6i hinh thtrc tinh vi va mtc d6 ngay mot nghiém trong hon, gay
thiét hai hang ti USD cho cac cong ty, to chirc, va anh huong dén hang triéu nguoi dung.
Trong nhiéu trudng hop, nhitng vu tin cong website khong chi nham téi muc dich kinh té

ma con bao ham xung d6t chinh tri.

Cudi thang 7 nam 2013, tda an My da khai t6 vu an 160 triéu thé tin dung bi an cap boi
mot nhom hacker ngudi Nga trong sudt 7 nim (2005-2012). Nhom nay dé thuc hién tan
cong vao website clia mot sd cong ty 16n trong linh vic ban 1é va cung cap dich vu tai
chinh nhu Nasdaq, Dow Jones, J.C. Penny, Visa Inc, chudi ctra hang 7-Eleven, hé théng
thanh toan Heartland, cac ngan hang Bi - Dexia Bank, Carrefour SA (CA) - nha ban 1¢é

16n nhét cua Phap...

Pau nim 2013, mot bao céo chi tiét ciia hing bao mat Mandiant - My di chi ra ddu vét
clia cac thanh vién thudc nhom hacker Trung Qudc co lién quan téi mot don vi quan doi
ctia nude nay. Nhom hacker nay da loi dung 16 hong trén hé thong dé cai phan mém gian

diép, theo ddi danh cap dir lidu cua cac cong ty, to chirc 16n tai My trong nhiéu nam.

Xa hon, khoang thang 10 nam 2010, trang WikiLeaks cong bd hang traim nghin bao céo
chién truong, video ghi lai canh tan cong bang truc thiang cia quan doi My trong d6 co
hinh anh cta nhitng nguoi dan vo t6i bi giét hai... Su ¢ 16 lot thong tin téi mat 1on nhét
trong lich sir nwéc M nay bat dau tir quan nhan My Bradley Manning. Nhiéu chuyén gia
cho rang Bradley Manning c6 thé dé dang 13y nhitng thong tin t6i mat 1a vi cac hé théng

chua du an ninh.
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Cau héi dwoc dit ra 1a: do dau cé su 1§ lot ciia nhiéu théng tin quan trong tir nhitng
cdng ty, t6 chirc tai chinh dworc coi 13 phai c6 mic dd an ninh cao nhuw thé? Twong tu
nhu viy, mdi khi c6 xung dot giira cac qudc gia, cac t6 chirc chinh tri, tai sao ludn
xay ra hang loat cic cudc tin cong chi sau 1 ngay? Cac chuyén gia ciia Bkav nhén
dinh: Nguyén nhin siu xa c6 thé 1a sy ton tai ciia 16 hong website. Day 1a ly do dé

Bkav thuc hién nghién ciru vé thue trang cac 10 hong website hién nay trén toan cau.
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Phuwong phap nghién ciru

Mot hé thong quét website dé tim 16 hong da duoc thiét 1ap dé thuc hién nghién ctru nay.
Trude khi quét, ching tdi tap hop danh sach website cua cac cdng ty, to chirc tai nhiéu
qudc gia khac nhau trén thé gidi. Tai mdi quéc gia, khoang 20 website cua cac cong ty
thude top dau danh sach niém yét trén thi truong chung khoan duogc lya chon. S¢ di ti€u
chi Iira chon nay dugc str dung vi chling t6i tin rang ddy 14 website cta cac cong ty 16n tai
mdi qudc gia nén s& duoc dau tu va bao vé tot nhat tai quoc gia do, va website clia cac
cong ty, t6 chitc khac mirc d6 an ninh s& con kém hon. Cudi cung, ching t6i da chon ra
516 website cua cac cong ty to chirc 16n tai 25 qudc gia dai dién cho cac khu vuc khéc
nhau trén thé gi61 nhu My, Anh, Ha Lan, New Zealand, Han Qubc, Nhat Ban, Mexico,
Nam Phi... va Viét Nam. (S6 liéu chi tiét vé két qua quét 16 hong website ¢ timg qudc gia

c6 trong Phu luc)
Thoi gian thuc hién

Nghién ctru nay duoc thuc hién trong 7 thang, tir thang 7 nam 2013 dén thang 2 nim
2014 voi 4 1an quét trén hé thong Bkav WebScan — Hé thong kiém tra va danh gia 15

hong website.
Qua trinh thwe hién

Tur tap mau 1a 516 website d3 duoc lya chon, cac chuyén gia Bkav tién hanh thém dia chi
clia C4C website nay 18n co s dir liéu cua hé thong Bkav WebScan. Sau d6, chuong trinh
kiém thtr duoc kich hoat va tu dong quét kiém tra tim kiém 13 héng cua lan luot tung
website. Vi mdi website, Bkav WebScan s& kiém thir v6i nhiéu loai 13i khac nhau nhur:
SQL Injection, Blind SQL Injection, XSS... Dya trén cac phan hoi tir cac website, Bkav

WebScan s& danh gia cac thanh phéan ton tai 16 hong, kiéu 16 hong, muc d6 nguy hiém.
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Khi qua trinh kiém thir ndy hoan tit, két qua quét duoc xuét ra file HTML. Két qua sau

do6 duoc cac chuyén gia Bkav phan tich, danh gia.

Dua vao két qua quét, Bkav WebScan chi ra nhitng van dé chinh sau:
> Tong s6 16 hong ton tai & ting website
> Muc do nguy hiém cua timg 15 hong ton tai trén website

> Céc loai 16 hong website c6 mirc do nguy hiém cao nhu: SQL injection, XSS,

Xpath injection...

M6 hinh hoat dong ciia Bkav WebScan

D liéu Fuzz

—
Bkav

WebScan . Kétqua B 5

Théng bao

két qua quét

Hé thong Bkav WebScan kiém tra 156 hong an ninh website theo hudng tiép can black

box. Vi hudng tiép can nay, hé thong s& guri dir lidu fuzz 1én server chira website hodc
truy cap théng vao duong link ctia website kém theo dir li¢u gay 16i, nhan dir liéu tur

website tra vé va dua vao bd phan tich truéc khi dua ra két luan vé 16 hong.

Dit liéu fuzz 12 mot tap hop chira dir liéu nhan dang, dugc két hop véi mot s thanh phan
cia URL hodc véi nhitng dir liéu ma website xu ly. Dt li€u fuzz su dung cho nghién ctru

nay dugc ching toi tong hop tir kinh nghiém thuc té kiém tra 15 hong, vé 16i website ciia
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chinh Bkav trong nhiéu nim qua. Diéu nay dam bao tinh chinh xac cho viéc nhan dién 16

héng cua Bkav WebScan.

Vi mdi loai 16 héng, hé théng kiém thir dwa vao tap mau duoc xay dung mot cach ti mi
tir kinh nghiém ctia cac chuyén gia ciia Bkav. Vi dy, chi riéng tdp mau nhan dang 16i XSS
ctia Bkav WebScan da c6 hon 40 mau. D6i voi mot ngudi chuyén 1ap trinh web don
thuan, viéc xac thuc dit liéu dau vao dé tranh c6 16 héng con kha han ché vi da phﬁn ho
chi chu ¥ vao viéc tao ra mdt trang web hoat dong “tron tru” hon la mgt hé théng an toan.
Con d6i véi mot chuyén gia an ninh, viéc xay dung duoc mot tdp miu nhan dién du 16n
dé phong tranh chi mét 16i nhu XSS v6i khoang trén 40 mau thir 12 viéc rat khé khan va

doi hoi nhiéu nam tich lity kinh nghiém.
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Cac phat hién chinh

1. 22% website ton tai 16 hong

B Website t8n tai 18 hdng

B Website an toan

114 trong téng sb 516 website duoc quét, tirc 1a khoang 22%, ton tai 16 hong. Pay 1a ti 16
kha 16n, va thuong néu mot website da c6 16 hong thi s& c6 nhiéu 15 hong cung ton tai. SO
16 héng 16n nhét trén 1 website ma Bkav WebScan ghi nhan duoc 1a 407, va con $6 trung

binh 14 tr 10 dén 20.

22% website ton tai 16 hong 13 manh dat mau m& cho bat ki ké xdu nao voi nhimg kién
thirc co ban vé cong nghé ciing c6 thé d& dang loi dung dé xam nhap, tan cong vao hé
thdng website cta cac co quan, t6 chirc. Tir d6, chung c6 thé tin cong leo thang dic
quyén dé xam nhap hé thdng, liy cip thong tin. Hon thé, nhitng ngudi truy cip vao
website do cling co thé trd thanh nan nhan, do mot khi website d3 bj tan cong cai dat
phan mém doc hai thi hacker hoan toan c6 thé xAm nhdp vao may tinh ciia nguoi dung.
Cubi nam ngoai, bao dién tir New York Times bi tan cong DNS khién nguoi dung khong
thé truy cap duoc trong nhiéu gid chinh 1a minh chimg cho viéc nhitng vu tin cong
website anh hudng truc tiép khong chi dén loi ich ctia cic cong ty to chirc van hanh
website d6 ma tac dong ca dén ngudi sit dung, nhitng ngudi thuong xuyén truy cip

website.
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2. CO 5 loai 16 hong chinh
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C6 nam loai 15 hong chinh ton tai trén cac website 13: Cros-site Scripting, Sensitive Path,
Directory Listing, Blind SQL Injection va Application Error Message Security. Két qua
cO tGi 78 website, chiém ti 16 68% cac website ¢c6 10 héng duoc kiém tra, xuat hién 15
héng loai Cross-site Scripting. Cross-site Scripting (XSS) 1a mot trong nhitng 15 hong
pho bién nhat hién nay. Bat ki mot website ndo cho phép nguoi ding dang thong tin ma
khong co su kiém tra chit ché cac doan mi nguy hiém thi déu c6 thé tiém an 15i XSS.
Pay 14 loai 16 hong co ban va pho bién nhat ma cac ki su van thudng méc phai trong qua
trinh 13p trinh website. Hacker c6 thé loi dung 16 hong nay dé chiém quyén diéu khién

website cua cac quan tri.

Pung thr 2 13 15 hong loai Sensitive Path xuét hién trén 31 website, chiém ti 16 27%.
Day 1a 161 dé 16 cac duong din nhay cam. Ldi nay sé& rat nguy hiém néu duong din bj 16
1a trang admin hodc dudng din dén trang cau hinh. Tinh huéng nguy hiém nhat 1a hacker

c6 thé can thiép vao cau hinh website hodc dang nhap vio trang quan tri.
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Directory Listing chiém ti 1¢ 13%. L& hdng Directory Listing xuat hién néu quan trj vién
khong ciu hinh cho web server dé ngin chin truy cdp vao cac danh sach thu muc. Khi
mot website bi méc 181 ndy, néu nguoi dung truy cap vao mot dudng link thudc website

ma d6 12 mot thu muc (http://abc.com/folder/), tat ca cac tén file trong thu muc dé sé bi

hién thi trén trinh duyét ngudi dung. Directory Listing khong qué nguy hiém, nhung s&
gay hau qua kho ludng khi thu muc bi 16 ¢6 chira cac file bi mat ma quan tri khong mudn
ngudi dung binh thudng nhin thiy, ching han céc file log, file cAu hinh hoic cac file chua

nhirng thong tin nhay cam.

8% 16 hong loai Application Error Message Security c6 nguyén nhén tir viéc cac thong
bdo cua web server bi 10 trong qua trinh 1ap trinh ho#ic g& 16i. Application Error Message
Security di khéng gay nguy hiém truc tiép dén website, nhung 1 budc da dé tim ra va

khai thac cac 18i khac nguy hiém hon.

Blind SQL Injection xuét hién véi ti 16 2%. Ki su khi 1ap trinh website khong kiém tra
cac gia tri bién dau vao khi dua vao cdu truy van co sd dit lidu 12 nguyén nhéan chinh tao
nén 156 hong nay. Hacker c6 thé loi dung dé chén thém cac cau 1énh khong mong muén,
chiém quyén diéu khién website, pha hoai co s& dir liéu, 1y c4c thong tin bi mat nhu tai
khoan tin dung, tai khoan khach hang... Du chi xuét hién & mot ti 16 nho cac website,
Blind SQL Injection lai 1a mdi de doa nguy hiém nhat, truc tiép nhat vi khai thac 15 hong

nay khong can qua cac budc trung gian nhu céac 16 hong khac.

Bkav nhan dinh dy 1a nhitng loai 16 hong cin ban va phd bién. Tuy nhién mirc do nguy
hiém lai rat cao bdi ké xau c6 thé dé dang tim duoc nhitng 18i ndy nhd vao cong cu tha
cong, don gian hodc tham chi vo tinh phat hién ra. Nguyén nhan sau xa c6 thé do k¥ ning
1ap trinh an toan cta d6i ngii phat trién chua cao cung véi viée ra soat, danh gia kiém tra
chua ding theo quy trinh. Hacker c6 thé loi dung 15i so drfmg nay dé thuc hién hanh vi tan
cong gdy anh huong truc tiép dén website cling nhu tic dong dén hoat dong cua cong ty

to chtrc cing nhu nhiing nguoi sir dung dich vu trén website ciia co quan, t6 chuce do.
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3. Mikc d9 16 hong tai cac khu vire trén thé giéi 1a khac nhau
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Két qua phan tich theo khu vyc chi ra Chau My la khu vuc c6 muc do an toan cac
website 1on nhit. Chi 11% s website tai khu vuc nay tdn tai 16 héng, 89% website dat
mirc an toan. Chau Au va Chau Phi dimg thtr 2 va tht 3 v6i chi s6 an ninh website & mirc
85% va 67%. Biéu dd cling chi ra Chau A 13 khu vuc c6 ti 1& website ton tai 10 héng
nhiéu nhit, 35%. Két qua nay tuong dong véi trinh do phat trién khoa hoc ki thuat va

mirc d6 Gmg dung cong nghé thong tin cua tirng khu vuc khac nhau trén thé gioi.
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Keét luan va Khuyén cao

1. Kétluan

Két qua trén khong nim ngoai du doan cua cac chuyén gia Bkav trude do. Viée hon 1/5
sO website duoc quét ton tai 16 hong, khong con nghi ngd gi nita, chinh 1a nguyén nhan
dan dén cac thong tin vé thé tin dung, cac thong tin kinh doanh, thong tin chinh tri bi
mat... bi 16 lot. Pay la tiéng chudng bdo dong cho thuc trang an ninh an toan h¢ théng
website trén toan cau. Cac loai 16 hong website da dang v6i nhiéu mic d6 khac nhau
chinh 1 méi trudong béo bé cho hacker du chi vai kién thic co ban ciing c6 thé loi dung
dé xam nhap tan cong gy hai cho hé théng. Nguy co tir nhitng 16 hong website khong chi
1a van dé cua riéng mot co quan t6 chirc ndo ma di trd thanh mdi nguy hiém tai nhiéu

quéc gia, khu vuc trén thé gidi.

T kinh nghiém nhiéu niam trong linh vyc an ninh mang, chiing t6i nhan dinh cac 16 hong
co ban ciia website xuat hién 13 do hai nguyén nhan chinh. Pau tién, cac cong ty, to chirc
chua c6 quy trinh kiém tra danh gia website dinh ki giup phat hién sém nhiing nguy co
dang ton tai trén website dé c6 thé kip thoi dua ra giai phap bao vé. Poi ngil 1ap trinh
website cling chua duge trang bi k¥ ning 1ap trinh an toan 1a nguyén nhan thir hai. Piéu

nay dan dén nhiing 16i co ban trong qua trinh code website, khién cho website ¢6 16 hong.

Khong giéng trong doi sdng thuc té, con ngudi ¢ thé yén tam vi dd duoc luat phap bao
vé. Trong thé gidi mang ngay nay, su phat trién vuot bac cua cong nghé ciing déng nghia
v6i nhitng mdi nguy hiém vé an toan, an ninh hé théng khéng con c6 bién gidi. Hacker c6
thé ¢ qudc gia ndy nhung thuc hién tdn cong vao website clia co quan, to chuc tai cac
nuéc khac. Chinh téc do phat trién nhu vii bdo cta cong nghé 1am van dé luat phap
dudng nhu khong thé theo kip. Vi thé, cac cudc tin cong mang, xam nhap hé thong danh
cip thong tin xay ra ngdy mot nhidu khong chi huéng dén muc dich kinh t& ma con bao

ham ca xung dot chinh tri. Thyc trang nay doi hoi can co su thay ddi vé nhan thuc tir cac
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chinh phu doanh nghiép va tham chi kién thirc ciia cac ki su 1ap trinh ciing cin phai duoc

thay d6i vé cin ban.

Dua vao tinh hinh thuc t& qua quan sat, tong hop va phan tich cing v6i hé thong Bkav
WebScan — Hé thong kiém tra va danh gia 156 hong website, Bkav di thuc hién nghién
clru ndy gitip moi nguoi hiéu rd hon vé hién trang an ninh cta cac website trén thé gidi.
S6 lidu duoc hé théng Bkav WebScan ty dong ghi nhan, nén két qua trén cé thé chua
phai 1a tit ca. Trén thyc té con sb c6 thé 16n hon nhiéu. Pay 1 nghién ctru doc 1ap cia
Bkav, va nhiing s6 liéu phan tich trong nghién ctru khong huéng t6i viéc danh gia muac do

an ninh cua bat ki mdt website thudc co quan to chirc nao.

Qua nghién ctru nay, cac chuyén gia cua Bkav cling dua ra khuyén cao véi muc dich gitp
nguoi quan tri website cac co quan, doanh nghiép c6 thé ting cuong mic d§ an ninh

thong tin ciia doanh nghi¢p minh.
2. Khuyén cao

Trong qua trinh quan tri va van hanh hé thong website, nguoi quan tri nén cd quy trinh
kiém tra danh gia website trudc khi dua vao st dung. Pong thoi, can dinh ki kiém tra dé
tir 46 c6 bién phap khic phuc cac 16 hong, dam bao cho hé théng website ctia minh dugc
an toan hon. Thém vao d6, cac co quan to chirc nén tién hanh dao tao, cung cb, ting
cuong kién thie vé 1ap trinh an toan. Khi tién hanh code website, cac ki su phai phan tich
ki cang, luong trudc dugc tit ca cac tinh hudng c6 thé xay ra dé tranh “tao” 16 hong
website. Bkav ciing khuyén cdo cac co quan doanh nghiép nén st dung dich vu chuyén
nghiép duoc cung cap bdi cac cong ty an ninh mang dé hé thdng website dugc an toan
nhét. Tai Bkav, ching t61 luén td chuc dao tao dinh ki cho doi ngi ki su, dé)ng thot co
quy trinh quét kiém tra danh gia 16 hong website dinh ki véi Bkav WebScan cho hé théng

website ndi b dé dam bao an ninh thong tin dugc tdt nhat.
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Vé Bkav

Bkav la cong ty hoat dong theo mo hinh Tap doan cong nghé trong céac linh vuc an ninh
mang, phan mém, chinh phu dién tir, nha san xut cac thiét bj dién tir théng minh va cung
cap dich vu Cloud Computing. Coéng ty nam trong Top 20 nhin hiéu ndi tiéng nhat Viét
Nam do Hd1 Sé hiru tri tué Viét Nam binh chon.

Bkav 1a doanh nghiép dau tién ciia Viét Nam lot vao Danh sich cic cong ty hap dan
(Cool Vendors) tai cac thi truong méi ndi trén toan cau do Gartner, Hing tu van, nghién
ciru CNTT hang dau thé gidi cong bd. Cong ty da thanh 1ap Bkav Singapore, va Bkav
USA dat tai Thung liing Silicon, Mountain View, bang California — M¥.
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Phu luc

Dir liéu thu thip qua Bkav WebScan

STT (sdip xép g:;zs}l; chit cdi) S6 website ¢6 16 hong S6 website an toan
1. Cam-pu-chia 9 12
2. An Dj 6 14
3. Anh 3 21
4. Bi 2 18
5. Bulgary 4 16
6. Cic Tiéu viwong qurérc A Rip 5 17

Thong nhat

Cong hoa Czech 2 18

: Croatia 3 17
9. Dai Loan 4 15
10. Ha Lan 5 15
11. Hian Quéc 8 12
12. Hungary 4 16
13. Indonesia 3 17
14. Malaysia 8 12
15. Mexico 1 19
16. My 4 21
17. Nam Phi 7 13
18. New Zealand 2 18
19. Nhit Bdn 6 14
20. Pakistan 4 19
21. Phdn Lan 3 17
22. Serbia 8 13
23. Ukraine 2 18
24, Venezuela 5 15
25. Viét Nam 6 15
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Tham khao

1. Emily Jane Fox, “CNN”, <http://money.cnn.com/2013/07/25/pf/credit-card-
hacking-scheme/index.html>, (25/8/2013)

2. Ryan W. Neal, “International Bussiness Time”, <http://www.ibtimes.com/largest-

financial-hack-ever-5-hackers-stole-160-million-credit-cards-hundreds-millions-
dollars>, (26/8/2013)

3. Mandiant Report, <https://www.mandiant.com/blog/mandiant-exposes-apt1-

chinas-cyber-espionage-units-releases-3000-indicators/> (20/3/2013)

4. Craig Lloyd, “Slashgear”, <http://www.slashgear.com/anonymous-hackers-jailed-
for-paypal-mastercard-visa-attacks-25266796/>, (30/8/2013)

5. Chris  Plesance, “Dailymail” <http://www.dailymail.co.uk/news/article-

2412465/Chelsea-Bradley-Manning-requests-Wikileaks-pardon-president-Barack-
Obama.htmlI> (5/9/2013)
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